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Response to Amendment 

1. This is in response to an amendment file on January 6 th , 2005. In the amendment, claims 

1. 2, 1 1, 17, 21, 30 and 37 have been amended, no claim has been canceled, and no claim has 
been added. Claims 1-49 remain pending in the letter. 

Response to Arguments 

2. Applicant's arguments with respect to claims 1-49 have been considered but are moot in 
view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which the subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 1-49 are rejected under 35 U.S.C. 103(a) as being unpatentable over Leonard et al 
(US. PG Pub 2002/0052933) in view of Yamaguchi et al. (US. Patent No 5,323,244) in further 
view of Bernadeau (US. Patent No. 6,813,709). 

5. As per claims 1, 17, 21 and 37, Leonard et al teach a system for secure licensing of 
content to a user on a user network-enabled device (see fig 1), comprising at least one server 
network device (server 104) communicatively coupled to the user network-enabled device (client 
100) wherein the at least one server network device is programmed to transfer 
(transfer/communicate) selected content (music content, sound content, image content, movie 
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content, other content, 200, fig 2) to the user network-enabled device {see paragraphs and a 
license generator (304) , the license generator being programmed to generate a license (offer 
license, 304) associated with the selected content (media license, 300) , the license comprising 
access information for controlling the user network-enabled device to produce a user-perceptible 
form of the selected content when conditions defined by the access information are met (see figs 
29-36, paragraphs 0006, 0045, 0048, 0049, 0273-0327, 0422, 0423), Leonard et al fail to teach 
an inventive concept of inhibiting production of a user-perceptible form of the selected content 
when conditions defined by the access information are not met. However, Yamaguchi et al teach 
an inventive concept of inhibiting production of a user-perceptible form of the selected content 
when conditions defined by the access information are not met (see column I lines 27-34, 4 lines 
59-5 line 16, 5 line 44-6 line 13). Therefore it would have been obvious to one of ordinary skill 
in the art at the invention was made to modify the inventive concept of Leonard et al to include 
Yamaguchi et al's inventive concept of inhibiting production of a user-perceptible form of the 
selected content when conditions defined by the access information are not met because this 
would have ensure that only the authorized user with specified access right can access the 
content for reproduction. The combination of Leonard et al and Yamaguchi et al fail to teach an 
inventive concept wherein a root key for decrypting the encrypted license to allow the access 
information and the encryption key in the encrypted license to be accessed by the media player 
and security technology the media player and security technology controlling a specific media 
player on the user network-enabled device to produce the user-perceptible form of the selected 
encrypted content. However, Bernadeau teaches an inventive concept wherein a root key for 
decrypting the encrypted license to allow the access information and the encryption key in the 
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encrypted license to be accessed by the media player and security technology the media player 
and security technology controlling a specific media player on the user network-enabled device 
to produce the user-perceptible form of the selected encrypted content (see abstract, column 1 
lines 66- line 34 and claims 1 and 15). Therefore, it would have been obvious to one of ordinary 
skill in the art at the time the invention was made to modify the combined inventive concept of 
Leonard et al and Yamaguchi et al to include Bernadeau's inventive concept wherein a root key 
for decrypting the encrypted license to allow the access information and the encryption key in 
the encrypted license to be accessed by the media player and security technology the media 
player and security technology controlling a specific media player on the user network-enabled 
device to produce the user-perceptible form of the selected encrypted content because this would 
provide added security to the system. 

6. As per claims 2, Leonard et al teach a system wherein the at least one server network 
device is further programmed to receive at a first node on the network a request for content from 
the user network-enabled device at a second node on the network; wherein the transfer of 
selected content comprises transferring the requested content in response to the receipt of the 
request at the second node (see fig 1). 

7. As per claims 3, Yamaguchi et al teach a system wherein the content is encrypted (see 
abstract, fig 1 , 2). 
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8. As per claims 4, Leonard et al teach a system wherein the at least one server network 
device is farther programmed to receive at the first node on the network a request for the license 
from the user network-enabled device at the second node on the network; and wherein the at 
least one server network device is further programmed to transfer the requested license to the 
user network-enabled device at the second node (see paragraphs 0273-0327, 0422, 0423), 

9. As per claims 5, 18, Leonard et al teach a system wherein the license is a data object (see 
paragraphs 0273-0327, 0422, 0423). 

10. As per claims 6, 19, Leonard et al teach a system wherein the data object comprises a 
plurality of data fields, at least a portion of the plurality of data fields containing the access 
information (see paragraphs 0273-0327, 0422, 0423). 

11. As per claims 7, 20, Yamaguchi et al teach a system wherein the access information 
comprises at least one of a content rental model, an expiration date of the license, user network- 
enabled device identification information, media player identification information, a GUID 
identifying particular content, and an encryption key for decrypting encrypted content (see 
abstract, fig 1, 2). 

12. As per claims 8, Leonard et al teach a system wherein the content rental model defines at 
least one of a specified period of time and a specified number of plays (see figs 29-36, 
paragraphs 0006, 0045, 0048, 0049, 0273-0327, 0422, 0423). 
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13. As per claims 9, Leonard et al teach a system wherein the content rental model defines an 
unlimited number of plays on any user network-enabled device (see figs 29-36, paragraphs 
0006, 0045, 0048, 0049, 0273-0327, 0422, 0423). 

14. As per claims 10, Leonard et al teach a system wherein the content rental model includes 
a watermark, the watermark allowing the user to rewind only a determined time interval from the 
current position in the movie ((see paragraphs 0273-0327, 0422, 0423). 

15. As per claims 11, Leonard et al teach a system further comprising at least one application 
server, the at least one application server being communicatively coupled to both the at least one 
server network device and the license generator; wherein the at least one application server is 
programmed to receive the license request from the at least one server network and to transfer 
the license request to the license generator (see paragraphs 0273-0327, 0422, 0423). 

16. As per claims 12, Leonard et al teach a system wherein the at least one application server 
is further programmed to provide business rules to the license generator, the business rules being 
included in the license request by the at least one application server before transferring the 
license request to the license generator, the business rules defining the types of licenses that the 
license generator may generate (see paragraphs 0273-0327, 0422, 0423). 
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17. As per claims 13, Leonard et al teach a system wherein the at least one application server 
is further programmed to gather and store personalization information about users (see figs 29- 
36, paragraphs 0006, 0045, 0048, 0049, 0273-0327, 0422, 0423). 

18. As per claims 14, Leonard et al teach a system wherein the at least one application server 
is further programmed to create dynamic Web pages (see figs 29-36, paragraphs 0006, 0045, 
0048, 0049, 0273-0327, 0422, 0423). 

19. As per claims 15, Leonard et al teach a system further comprising a firewall situated 
between the at least one server network device and the at least one application server, the 
firewall preventing unauthorized access to the at least one application server (see figs 29-36, 
paragraphs 0006, 0045, 0048, 0049, 0273-0327, 0422, 0423). 

20. As per claims 16, Leonard et al teach a system further comprising a firewall situated 
between the at least one application server and the license generator, the firewall preventing 
unauthorized access to the license generator (see figs 29-36, paragraphs 0006, 0045, 0048, 0049, 
0273-0327, 0422, 0423). 



21. As per claims 22, 38, Leonard et al teach a system wherein the media player and security 
technology comprises a media player for displaying the content in a user-perceptible form (see 
figs 29-36). 
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22. As per claims 23, 39, Yamaguchi et al teach a system wherein the media player and 
security technology further comprises at least one of decryption code for decrypting encrypted 
content, a CODEC for decompressing compressed content, a monitor for displaying the media 
player to the user, and a hardware interface between the media player and the monitor (see figs 1, 
2). 



23. As per claims 24, 40, Yamaguchi et al teach a system wherein the media player and 
security technology further comprises digital rights management code for providing a secure 
inter-process communication data stream between the decryption code, the CODEC, the media 
player, the hardware interface, and the monitor (see column 1 lines 27-34, 4 lines 59-5 line 16, 5 
line 44-6 line 13). 



24. As per claims 25, Yamaguchi et al teach a system wherein the digital rights management 
code is protected against tampering by at least one of code obfiiscation and anti-debugging 
techniques (see column 1 lines 27-34, 4 lines 59-5 line 16, 5 line 44-6 line 13). 



25. As per claims 26, Leonard et al teach a system wherein the digital rights management 
code provides the secure inter-process communication data stream between the decryption code, 
the CODEC, the media player, the hardware interface, and the monitor by performing an 
integrity check on at least one of the media player, the decryption code, the CODEC, the 
hardware interface, and the monitor in order to detect tampering (see figs 29-36, paragraphs 
0006, 0045, 0048, 0049, 0273-0327, 0422, 0423). 
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26. As per claims 27, Leonard et al teach a system wherein the digital rights management 
code inhibits the display of content in a user-perceptible form when at least one of the media 
player, the decryption code, the CODEC, the hardware interface, and the monitor do not pass the 
integrity check (see figs 29-36, paragraphs 0006, 0045, 0048, 0049, 0273-0327, 0422, 0423), 

27. As per claims 28, Leonard et al teach a system wherein the media player and security 
technology further comprises a protected database in communication with the digital rights 
management code; wherein the protected database securely stores transferred licenses (see 
paragraphs 0273-0327, 0422, 0423). 

28. As per claims 29, 42, Yamaguchi et al teach a system wherein the protected database is 
protected by encryption methods (see column 1 lines 27-34, 4 lines 59-5 line 16, 5 line 44-6 line 
13). 

29. As per claims 30, 43, Leonard et al teach a system wherein the digital rights management 
code comprises a root key, the root key unlocking licenses within the protected database (see figs 
29-36, paragraphs 0006, 0045, 0048, 0049, 0273-0327, 0422, 0423). 

30. As per claims 3 1, 44, Leonard et al teach a system wherein the digital rights management 
code examines the access information within the unlocked license and determines the access 
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rights to the content provided by the unlocked license (see figs 29-36, paragraphs 0006, 0045, 

0048, 0049, 0273-0327, 0422, 0423). 

31. As per claims 32, 45, Leonard et al teach a system wherein the access information 
comprises at least one of a content rental model, an expiration date of the license, user network- 
enabled device identification information, media player identification information, a GUBD 
identifying particular content, and an encryption key for decrypting encrypted content (see figs 
29-36, paragraphs 0006, 0045, 0048, 0049, 0273-0327, 0422, 0423). 

32. As per claims 33, 46, Leonard et al teach a system wherein the digital rights management 
code allows the user network-enabled device to produce a user-perceptible form of the content 
only when the content is properly licensed by enforcing compliance by the user with the content 
rental model contained in the unlocked license (see figs 29-36, paragraphs 0006, 0045, 0048, 

0049, 0273-0327, 0422, 0423). 

33. As per claims 34, 47, Leonard et al teach a system wherein the digital rights management 
code allows the user network-enabled device to produce a user-perceptible form of the content 
only when the content is properly licensed by comparing user network-enabled device 
identification information in the unlocked license with the user network-enabled device on which 
the digital rights management code resides (see figs 29-36, paragraphs 0006, 0045, 0048, 0049, 
0273-0327, 0422, 0423). 
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34. As per claims 35, 48, Leonard et al teach a system wherein the digital rights management 
code allows the user network-enabled device to produce a user-perceptible form of the content 
only when the content is properly licensed by comparing media player identification information 
in the unlocked license with the media player on the user network-enabled device on which the 
digital rights management code resides (see figs 29-36, paragraphs 0006, 0045, 0048, 0049, 
0273-0327, 0422, 0423). 

35. As per claims 36, 49, Leonard et al teach a system wherein the digital rights management 
code passes the encryption key contained in the unlocked license to the decryption code in order 
to decrypt the encrypted content (see figs 29-36, paragraphs 0006, 0045, 0048, 0049, 0273- 
0327, 0422 \ 0423). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure, (see form 892). 

Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
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the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Firmin Backer whose telephone number is (703) 305-0624. The 
examiner can normally be reached on Mon-Thu 9:00 AM - 5:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James Trammell can be reached on (703) 305-9768. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 




Firmin Rsfcker 
Primary^Examiner 
Art Unit 3621 



March 18, 2005 



